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Goals at the Outset:

Make TLV-TYPE decoding context-aware (#4185, #4518)

Improve info displayed on unrecognized and out-of-order TLV elements (#3197)
Produce sample pcap traces for above cases

Compare before/after



What's the upside?

e Wireshark is a handy, popular tool for developer
e Useful tool for NDN packet tracing and network debugging



Context-Aware TLV-TYPE decoding

Problem

Wireshark interprets each element independent of other elements

e Wireshark dissector does not recognize two TLV types with the same assigned number
(redmine #4185)

o  Ox1Eis ForwardingHint under Interest but Preference under Delegation

e Name Components should not interpret as elements denoted by TLV-TYPE
o E.g,TLV-TYPE 0x21 normally means CanBePrefix but within a name is SegmentNameComponent



Pcap Files

e Engineered to distinguish Forwarding Hint from Preference TLV-TYPE
e Engineered not to interpret Name Components as elements denoted by TLV-TYPE



Before / After

RE Q<K » ¥ k=5

» Frame 1: 33 bytes on wire (264 bits), 33 bytes captured (264 bits) ay filter ... <Ctrl-/>
» Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00- Dst: IPv4dmcast_17:aa (01:00:5e:00:17:aa)
v Named Data Networking (NDN), Interest, Name™ /B, L1nkPreferen 8 18446744073709551615

Interest, Type: 5, Length: 17, Name: /K, LinkPreference: 18446744073709551615
v Name: /B

Wireshark - Packet 1 - forwardingHint.pcap

» Frame 1: 33 bytes on wire (264 bits), 33 bytes captured (264 bits)
» Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00-86 D IPv4amcast_17:aa (01:00:5e:00:17:aa)
.Namecomponent: B v Named Data Networking (NDN), Interest, NaYes
v LinkPreference: 18446744073709551615 Interest, Type: 5, Length: 17, Nane: /'3, ForwardingHint: Yes
» LinkDelegation, Type: 31, Length: 8, LinkPreference: 1, Name: /3 v Name /B, GenericNameComponent: B
GenericNameComponent B
v LinkPreference, LinkDelegation: LinkPreference: 1, Name: /3
» LinkDelegation, Type: 31, Length: 8, LinkPreference: 1, Name: /3

0006 01 60 5¢ 00 17 aa 00 00 00 00 00 60 86 24 [JE! A

RIStINO7 03 08 01 42 le 6a if 08 le 01 61 07 03 08 O

0020 8 0000 01 00 5e 00 17 aa 00 OO0 00 00 00 OO 86 24 [LHES A
ERICHNo7 03 08 61 42 1e 6a if 08 le 01 61 07 03 68 01

0020 gk




Before / After

® =

play filter ... <Ctrl-/>

ne Source Destination Protocol Length Info

wireshark - Packet 1 euri-component-types.pcap

» Frame 1: 345 bytes on wire (2766 blts), 345 bytes captured (2760 bits)

» Ethernet II, Src 00:00 IPv4mcast_17:aa (01:00:5e:00:17:aa)

e/2=...../.A =%00%01%602%0 OF%10%11%12%:
..... / .A/32= %G@%01%@2%03%84%05%@6%07%08%0Q%GA%OB%eC%OD%@E%OF%10%11%12%13%14

Unrecognized frum the reserved range 6-160, Type:
ImplicitSha256DigestComponent: sha256digest=2e
Unrecognized from the reserved range ©-100, Type: 2, Length:\2
NameComponent: .A

SelectedDelegation: 18446744073709551615
CanBePrefix: Yes

HopLimit: 18446744073709551615
Parameters [truncated]: #@\357\277\275\357\277\275\357\27A275\357\277\275\357\277\275\357\277\275\357\277\275\357\277\275\357\277|
»> MetaInfo, Type: 20, Length: 5, FinalBlockId: %02
, Type: 22, Length: 3, SignatureType:

= lua: 1720612270300a6020420F 701 1ananT

v /012 3456789:
;<=>?10@ ABCDEFGH|

0060

e wE

Protocol Length Info

./ .A/32=5%00%0:

5 Netwnrklng (NDN), Data, Nam
Length: 327, Name: /@

ImplicitSha256DigestComponent sha256digest=2e
Parameterssha256DigestComponent 2=.....
A

2=%00%01%02%03%04%05%06%0 7%08%0 9%0A%OB0 CHODKOEKOF%10%11%12%13%147

1%12%3

GenericNameComponent .
Keywor nent 32=%00%0 11%12%13%1 4%15%16%17%18%1 9% 1A%1B%1 C%1 D% 1 E%1F%20%21%22%
egnent DEFGHTJKLMNOPQRSTUVWXYZ%SBXSCHSDHSE %Gﬂ¢cdefgh)1klmnopqrstuvwxyz%7B%7C%7D HTF
Byteoffset 34=%B0%8 ' 1%
Vers: 35=%CORC % 1%E2%
MetaInfo, Type: 20, Length: 5, FinalBlockId: %62
qratureInfo, Type: 22, Length: 3, SignatureType: ©
i lua: 1720612 hoa Tung: 23 _Laenath: 32

1" ossRe! ()4
2b 2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 39 3a  +,-./012 3456789:
3b 3c 3d 3e 3f 21 40 40 41 42 43 44 45 46 47 48  ;<=>71@@ ABCDEFGH
49 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58  LJKLMNOP QRSTUVWX
59 5a 5b 5c 5d Se 5F 60 61 62 63 64 65 66 67 68 YZ[\]A_" abcdefgh
69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 77 78  ijklmnop s,
79 7a 7b 7c 7d 7e 7f 22 40 80 81 82 83 84 85 86 yz(\)~ (B




NDNDissector State Tree

What could be next?

e Currently, we process blocks in a queue
o  Child not strictly connected to parent.
Name Prefix Fresh Metalnfo Content etc etc

e Sol'n: Process in strict order (DFS on the tree).
o  Resolvestheissue. BaCk Front

o  Also makesissue 4 (processing out-of-order elements) easier
Dequeue
Enqueue




Question



